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UCCJEJOBAHUE BE3OITACHOCTH WI-FI CETH I1IO METO1Y
ATAKH HA TOUYKH JOCTYIA U3 I'NTIOBAJIBHOM U JIOKAJIBHOM
CETEA

AHHOTAamUsI: B cmamve uznogiceno uccrnedosanue yszsumocmu Wi-Fi cemeit
yepes amaky uz 21006anbHol u 1okanbhol cemetl. Mccnedyemes ysazeumocmu Wi-
Fi cemeti ¢ nomowwio npoepammer Router Scan.
Kirouessble cioBa: Wi-Fi, 6ecnposoonvie cemu, 6ezonacnocmos Wi-Fi, Router
Scan.
Neustroev Nikita Sergeevich
M. K. Ammosov North-Eastern Federal University
Yakutsk, Russia
RESEARCH OF THE SECURITY OF WI-FI NETWORKS ON ATTACK
ON WI-FI ACCESS POINTS FROM WAN AND LAN
Abstract: In this article is set out the research vulnerability of wireless
networks through attack from global and local networks. Vulnerability of Wi-Fi
networks is investigated using Router Scan.

Keywords: Wi-Fi, wireless networks, Protection of WiFi, Router Scan.

B »To0li cTatbe u3noxkeH 0030p aTaku Ha TOYKH JOCTYyMa U3 INI00ATBHON U

JIOKaJIbHOW ceTel. DTO J0CTaTOYHO HeAooleHEHHas mpobiema. OrpomHoe
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KOJIMYECTBO JIIOJIE HMMEIOT OECIpOBOAHOW poyTep wim MojeM aoma. Kak
paBuIIo, najibiie HacTpoiiku UuTepuera u Wi-Fi mano kro noxoaut. Mamno kto
3a00TUTCS O TOM, YTOOBI CMEHUTH MAPOJb AAMUHUCTPATOPa, U YK€ COBCEM
€IMHULIBI BOBPEMSI OOHOBJISIOT MPOIIUBKY YCTPOUCTB.

VYke ecTb peanm3aiii MacCoBOM aTaku Ha JieonaTHbIe YUETHBIC JaHHBIEC U
Ha U3BECTHBIC YS3BUMOCTH poyTepoB: Router Scan by Stas’M.

Router Scan ymeeT HaxXxoAWTh W OMpPENEISATh pa3IHYHbIE YCTPOMCTBAa U3
OOJBIIOrO0 YHCJIa M3BECTHBIX POYTEPOB/MApPIIPYyTU3aTOPOB M, UYTO CAMOE
TJIaBHOE, - BBITACKMBATh M3 HHUX IOJIE3HYI0 HMH(OpPMAIMIO, B YacCTHOCTH
XapaKTePUCTHKU OECIpPOBOIHON CETH: CHOCO0 3alMThl TOYKH JIOCTyMa
(mudpoBanue), uma Touku jnoctymna (SSID) u ko Touku goctyna (maposibHas
dpaza).

Taxxe mnonydaer unpopmammio o WAN coeauHenuu (yaoOHO mpu
CKaHUPOBAHUU JIOKAIBHON CETH) U BHIBOJUT MapKy U MOJIEJIb pOyTepa.

[Tomyuenue nHGOPMAIIUN POUCXOUT IO ABYM BO3MOKHBIM Ty TSM:

1. [Iporpamma nomneiTaeTcst Mog00paTh Napy JOTUH/MApOib K
MapIIpyTU3aTOPy U3 CIUCKA CTAaHAAPTHBIX MapOJieH, B Pe3yIbTaTe Yero
HOJIyYUT JAOCTYII.

2. JIn6o OyAyT UCTIONB30BAHBI HEPA3PYIIAIOIINE YI3BUMOCTH
(wnu Oaru) AJisi KOHKPETHOM MOJIEIN MaplIpyTHU3aTOpa, MO3BOJISIFOILINE
MOJIYYUTh HEOoOXoauMyro HWHGOpMAIMIO |/ O000NTH Tpolecc
aBTopu3zaiuu [3].

JIns B3noMa J0CTaToOYHO 3HATh BHemHWMW IP-agpecc. 31m0yMbIIUIEHHHUK
MOKET y3HaTh BHemHu# IP-agpecc ropopa, ctpanbl, 001acTH WM UHTEPHET-
npoBaiepa uepes caiitel, Takue kak Hurricane Electric BGP Toolkit, Tect IP v
1.7, 2ip.ua u apyrue.

Taxxe peann3oBaHbl BO3MOXHOCTH O€CIPOBOJHOIO ayauTa - mepedop
kioua WPA/WPA2 cetn, nonyuenue napodisi mo WPS PIN, a taxke araka Pixie

Dust.
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PesynpraTel cxanupoBanus IP aapecoB B 1. fkyrcke (cm. Puc. 1)
oOHapyxuia 86 ysa3BUMBIX ycTpoucTB u3 1917 mpockanupoBaHHbIX (Oobie 4
%). MoxxHO ucnonb3oBath apyrue 3HaueHus Use credentials (ykassiBaeT mapy
JIOTHUH/TIapoJib, KOoTopasi OyAeT MpOBEpEeHa Ha YCTPONCTBE B MEPBYIO OYEPEb),

4YTOOBI HAUTH OOJIbIIIE YSI3BUMBIX YCTPOICTB.

(=] Router Scan v2.60 Beta by Stas'M - o
[ Startscan | Max. threads: Scanports: |+][-] Enter IPranges toscan: [E][+]-|[x] Search [Juse gedentials Scanning modules
a0 = [s0 213.129.32.0-213.12.48.255 Py ¥ Router Scan (man) A
8080 213.129.50.0/24 admin = BEE;E&LD};YDSENEIS
Timeout (ms): | 1080 213.129.56.0/24 se -
( 213.129.58.0/24 [Ccase sensitve [Jal SOLite Manager RCE
\ 200 & 217.106.66.0/24 «Back || Forward » awerty Hudson Java Serviet
_£ Copyright © StasM Corp, 2019 | 217.106.74.0/23
Mt stasearn com | 217-106:158.0/24 v <Man Menu >

Realtime Stats | Good Results | Search Results | Wireless Networks

Options: Follow last ine (@) Default tab for AutoSave

IF Address Fort  Time (ms) Status Authorization Server name [ Realm name { Device type Radio Off Hidden BSSID ESSID Security Key WPSPIN  LANIP Adc A

213.129.35.127 80 93 Car'tload main page

213.129.35.139 8080 109 Done ASUS RT-N12 VP, firmware: 2.0

213.129.35.174 80 110 Car'tload main page

213.123.35.197 80 94 Done admin:adminl ZTE F670, hardware: 1.0, firmware: 1.0, 10PST1 SRmmmm—— T-24GHZ_WF 0484 WPAMIPAZ il 192.168.0.

213.129.36.107 80 78 Done Swift1.0 (404 - Not Found)

213.129.36.194 80 109 Done ASUS DSL-N10 RAFAEL WPA2Z N 56305754

213.129.37.121 80 94 Dane ZyXEL Omni (NDMSv3)

213.129.3841 80 78 Dore superadmin:Fn@ztE1 ZTE ZXHN H118N, hardware: 2.3, frmware: 2, 1.3 ROSCNT4 R FT-F_FCIC WPANPAZ SRy 192.168.1

213.129.38.133 80 94 Car'tload main page

213.129.38.175 &0 78 Done admin:adminl ZTEF670, hardware: 1.0, firmware: 1.0, 10PST3 SRR [T-2,4GHZ_WIF PG4 WPANIPAZ g 192.168.0.

2131294072 80 109 Done admin:admin Micro DSL (4RS00 | V1.5) iy \V1FI_VLAN WPANPAZ G 20172527 192.168.1,

213.129.40.169 80 94 Dore ZyXEL Keenetic Lite ITT (NDMSv3)

213.129.41.0 g 7 Done ZyXEL Keenetic Omni IT {NDMSv3)

213129445 80 79 Done ZTE Router

21312945235 80 78 Done MikroTik RouterOS v6.,35. 1

213.19.46.47 80 78 Dane admin:adminl ITE ZXHN H118N, hardware: 2.3, frmware: 21,3 ROSCNT7 RSPy, |7-F_5320 WPA2 [y 192.168.0.

213.129.46.165 80 78 Done ZyXEL Start (NDMSv3)

213120477 80 7B Car'tload main page

213.129.47.155 1080 78 Can't load main page

213.129.47.173 1080 78 Car'tload main page

2131294819 80 78 Done ZyXEL Extra (NDMSv3)

213.129.48.87 8080 94 Done MikroTik RouterOS v6.43rc5s

213.129.5.13% 80 78 Done ZTE Router

213.129.58.84 80 93 Dane admin:admin Micro DSL (TP-LINK) niniiniaiiael TP -LINK_DODC WPA2 — 93221894 192.168.1,

213.129.58.84 8080 94 Dore Metwork Surveilance DVR

213.129.58.247 1080 78 Car'tload main page

v

< >

Scanning finished Active threads: 00 Total found: 761 Good found: 44 Work time: 0:01:24:01  Total time: 0:00:00:00

Puc. 1. Pe3ynbrarhl CKaHUpOBaHUS TJI00ATILHON CETH

Pesynsrar ckanupoBanusi |IP ampecoB B 1. SkyTrcke oOHapyxkuiga 26
YS3BUMBIX YCTPOMCTB O€3 MOomoJHUTENbHOM HacTpoiiku (cMm Puc.l.). B Router
Scan moxHo BuzeTh ums ycrpoiictBa, MAC-anpecc, napoins, nun-koa WPS u
JIpyrue HucYeplbIBaloniie JaHHble. MOXHO CKOJBKO YrOJHO J00aBIsAThH
BHemHue IP-aapecca u mopthl.

Pe3ynbTaThl CKaHMpPOBAHUS JOKAJbHOM CETHU BBUIOKEHBI B Puc. 2. 3xech
JOCTYIHA pacIupeHHas HHPopMaIus 0 TOYKax AOCTyna. B Tom gucie, MOXHO
yBUAEeTh TOUHYI0 Mozeinb (noass WSC Name u Model) nns T[] ¢ WPS. Orcrona

MOXHO ipoBecTH ataku 1o WPS u epebop kiroya.
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Active Stored Chn Hidden BSSID
1 B4:E9:B0:9F:35:83
B4E9:B0:9F:35:80

1
1 B4ES:B0:9F:35:84
1 BHE:B0:9F:35:82
1 B4:E9:B0:9F:35:86
1 B4E9:60:9F:35:85
4 EC:43:F6:09:5A:50
1 D4D7:48:23:6D:50
1 D4D7:48:23:8D:58
1 D4:D7:48: BD:54
1 D4D7:48:23:BD:52
1 D4D7:48:23:6D:53
1 D4D7:48:23:BD:55
1 B4E9:80:9F:4A:84
1 B4:E9:80:9F:4A:83
M9 53:D5:6E:D5:6E:ED
1
3
6 [
4
9
157 B4:E9:80:9F:4A:8D0
157 B4E9:B0:9F:4A:89
157 BHESB0:9F: 4A:8C
] 157 B4ES:B0:9F:4A:84
1 B4:E9:B0:9F:4A:86

1 7R: 32 1RAAIST:CT

ESSID
GUEST
PREP
KIOSK.
ADM
EMPLOYEE
STUDENT
Keenetic-5900
PREP
KIOSK.
EMPLOYEE

03/2
<length: 10>
516/1

FRUTY

ADM
EMPLOYEE
GUEST
STUDENT
EMPLOYEE
50313

Security

None

WPAZ Enterprise
WPAZ

WPAZ Enterprise
WPAZ Enterprise
WPAZ Enterprise
WPAZ

WPAZ Enterprise
WPaz

WPAZ Enterprise
WPA2 Enterprise
None

WPAZ Enterprise
WAz

Mone

WPAZ

WPAZ Enterprise
SiEAZ
WRAMPA2
WPAZ

WPaz

WPAZ Enterprise
WPA2 Enterprise
None

WPAZ Enterprise
WPA2 Enterprise
wWea?

WPSPIN  Level

<empty>

<empty>

<empty>

<empty >

67 dém
-68 dBm
67 dBm
-67 dBm
-65 dBm
-58 dBm
-65 dBm
-80 dBm
-82dBm
-81dBm
-82dBm
-83dBm
-80 dBm
-95 dBm
-97 dBm

-82dBm
-59 dBm
-55 dBm
-73dBm
-66 dBm

-88 dBm
-A6 dRm

WPS Configured Locked WSC Name

Model

Serial Number IP Address

10.15.218.7

20 Yes Wireless N Router TL-WR841IN  TP-Link TL-WRB41N 14.0 10

Puc. 2. Pe3ynbTaT CKaHMPOBaHUS JIOKAJLHOM CETH.

WPS PIN Companion (cm. Puc. 3) Beramncisier WPS I[IMH 6ecnipoBoHO#

cetu. IIMH pPaCcCUUTBIBACTCA IIO Ol'IpGI[CJIéHHBIM ajiroputMaM, 3a OCHOBY

oepércs MAC-anpec u cepuiiHblii HOMEp poyTepa (TOJBKO Il HEKOTOPBIX

anroputMoB TeHepauuu). B HoBoil Bepcum WPS PIN Companion mnosydui

HOBBIC aAJITOPHUTMBI

U Jpyrue yiydlcHUs,

KOMOUMHAIUs ¢ APYTUM HHCTPYMEHTOM

3C1E:04: 5BAD:AS

WPS PIN Companion

PIN codes for 2C:1E:84:5B:AR:A3

EEB4ESTE
31137638
31137638
26559878
21326431
16659551
57992835
7ealizoe
EE435424
28387532
23235755

24-bit
28-bit
32-bit
36-bit
4g-bit
44-pit
4g-bit

Reverse 48

PIN
PIN
PIN
PIN
PIN
PIN
PIN

-Link PIN
-Link PIN +1

Belkin

PIN

-bit PIN

Implemented algorithms {choose for info):

W

Scan selected table

=
Suggest

HO TJIaBHBIM MABJEICTCA €TI0

Puc. 3. WPS PIN Companion paccuutsiBaet [IMH no anroputmam mis

KOHKPETHOW TOYKHU JOCTYyIIa
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[Tonyuenne WPA maposnss Ha ocHoBe mnpenckazanHoro WPS IIMHa.
Mosxno mnomyunts mnaponb WiFi mo arake Pixie Dust wim Ha ocHOBe

nonyueHHbix [IMHoB o WPS PIN Companion (cm. Puc. 4).

Wireless Audit Companion

[-] Pixie Dust PIN not found. # | Audit method
E:} ;:ﬁ;;ﬁ;;:milgi;ﬁig e Pre-Shared Key brute-force
[*] Recelved Identity Request. ® Wi-Fi Protected Setup audit
[*] Sending Identity Response...
[*] Received WPS Message M1. Target network
[*] Sending WPS Message M2...
[#*] Received WPS Message M3. BSSID: 3C:1E:04:5B:AD: A3
[*] Sending WPS Message M4... ESSID: 715
[*] Recelved WPS Message MS. .
[+] First half found: 3113 Level: |
[*] Sending WPS Message ME... i
[#] Received WPS Message M7. WPS Registrar
[*] Sending '.f.ISE NACK. .. State: PIN found!
[*] EAP session closed.
[+] WPS PIN: 31137632 Code: 31137538
[+] 55ID: 715 PIMs:
[+] Key: closeg92e3 gulnlgﬂ?ggg -
[+] Key Index: 1 31137638 v
[*] Audit stopped at 2828.83.29 2.
W
| Start audit | Mare

£ >

Puc. 4. ITonyuenue WPA napons Ha ocHoBe npenckazanHoro WPS I1MHa

JIy1st BceX OCTallbHBIX TOYEK JOCTYIA JOCTYNEH 0oJjiee YHUBEPCATbHBIM, HO
MeuieHHbI MeTol. CyTh ero 3akirouyaeTcss B TOM, 4To Router Scan meiTaercs
noAkounThest K Wi-Fi cetu ¢ maposiem, Kotopsiii 6epét u3 cioBapst (cm. Puc.
5). Ecnu mopxiroueHue MpONUIO yAAYHO — 3HAYUT MapoJib yrajaH, eciu
MOJIKJIF0OUEHUE HE TOMYUYMIIOCh, 3HAYUT MpOorpaMMma MepexoauT K CIETYIIeMy
MapoJiro U mpoOyeT ero u T.1. Jajee, Moka He OyAeT moao0paH mapoJjb WM He
3aKOHYMTCS cioBapb. Ha Kaxayro MOmbITKY TpeOyeTcsl HECKOIbKO CEKYH]T — 3TO

MEJIJICHHO.
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Wireless Audit Companion

Key mismatch.
Trying key "12345543217,..
Key mismatch.

Trying key "12345e7858gwerty™

Key mismatch.
Trylng key "12345679%...
Key mismatch.
Trying key "1234gwer™...
Key mismatch.
Trying key "123gawsed™...
Key mismatch.
Trying key "1472G839"7...
Key mismatch.

Trying key "1gQlalz4wSsex™...

Connection succeeded!
Metwork key: "lg2a3z4wSsex"

Audit stopped at 2828.83.29 2.

Wi-F1 discovery resumed.

Audit method
®) Pre-Shared Key brute-force

Wi-Fi Protected Setup audit

Target network
BSSID: | 3C:1E:04:5B:A0:A3
ESSID: 715

Level: |

WPA-PSK
State:
Dict:

Key:

Key found!
35/90 keys
1q2a3z4w5=6x

Start audit Mare

Puc. 5. Ilon6op napons Wi-Fi cetu

3aKIrYeEHnE

CCJIM OHHU HC UCIIOJb3YIOTCA

4) otkmounth pynkuuo WPS.

B aT10li cTathe MBI paccCMOTpENN aTakd Ha TOYKHU JOCTYIA U3 TI100anbHON U
JIOKaJIbHOM ceTel B I. SIKYTCK, a TakxkKe caenainu o030p nporpamMsl Router Scan.
[Ipu Gonbuiom konuuectBe [P-aapecoB, yaanoch B3inomaTh 86 YCTPONCTB W3
1917 mpockanupoBanHbix (Oosbiie 4 %). Ecau Obl MCMONIB30BaIUCh ApyTHe
naphbl JOTUH/TIAPOJIb, TO B3JIOMOB OBbLIO ObI HAMHOTO OOJIbIIIE.

[Tpunmun pabotel Router Scan OCHOBBIBaETCS Ha MPOBEPKE 3aBOACKUX
napojieii poyTepoB, Ha HUCIOJIb30BAaHUE YS3BUMOCTEH B MX MPOIIMBKAX M Ha
atake 1o ys3Bumoctd WPS. Iloatomy 3amura oueBuIHA:

1) cMeHa 3aBOJICKMX TapoJiel JUisl BXOJa B TaHEb aIMUHUCTPATOPa

2) perynsipHOe OOHOBJIEHHE MTPOILIMBKHU YCTPOMCTBA

3) cmena maponeit s FTP, Telnet, SSH win oTkiroueHue 3TUX CIyxKO,
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