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AHAJIN3 @®YHKIIUI MOHWTOPHMHTA M YIPABJEHUS
NEPUMETPAJIBHON CUCTEMOM 3AIIIUTHI UH®OPMAILIUU

Annoramusi: ILleabio ucciaenoBanmss — omnpenenutb 3HPEKTUBHOCTD
IPEACTABICHHBIX ~ BO3MOXHOCTEM  JUIi  MPOCMOTpa W yIPaBJICHHUS
NEePUMETPAIBHOM CUCTEMOM 3amuThl MH(pOpManuu. B craTthe paccMOTpeHbI
OCHOBHBIE (DYHKITMHU, TPOrPAMMHOTO 00€CIIeUeHUs BEHJ0pa, CIIOCOOCTBYIOIINE
SHAYUTCIBbHOMY YIPOIICHUIO pa6OTBI COTPYAHUKOB W IIOBBIICHHUIO HX
PE3YIbTATOB OJIA COXPAHCHHA HAdHHBIX KOMIIAHMKM B COBPCMCHHOM MHPC.
Haquaﬂ HOBHM3HA 3aK/IOYAaCTCd B HW3YYCHHMM MW aHAJIMU3C BO3MOKHOCTEH
COBPEMEHHBIX CHUCTEM I OXpPaHbl KOMIIAHUU OT HOBBIX yrpo3. B pe3syibrare
OIIpCACICHO, YTO BCHIOPHI Ha CGFOI[HHHIHI/Iﬁ JA€Hb HaXOoAATCA B MNOCTOAHHOM
YIy4OI€CHUH CBOCTO IIPOTPpaMMHOIO0 IMPOAYKTA, ITO3BOJIAA COXPAHATH JaHHBIC
CBOHX 3daKa34YHMKOB 1101 3aMKOM.

KarwueBbie ciaoBa: Security Management Server, cepsep yrpaBiiCHHs
II03aMHi, TCXHUYCCKHEC 3a/lavdu, OICpaliyu KOHTPOJIA.

Annotation: the purpose of the study is to determine the effectiveness of
the presented capabilities for viewing and managing the perimeter information
security system. The article discusses the main functions of the vendor's
software that significantly simplify the work of employees and improve their
results for saving company data in the modern world. Scientific novelty consists

in studying and analyzing the capabilities of modern systems to protect the
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company from new threats. As a result, it is determined that vendors are
currently constantly improving their software product, allowing them to
keep their customers ' data under lock and key.

Keywords: Security Management Server, gateway management
server, technical tasks, control operations.

Security Management Server (SMS)- cepBep ympaBieHHS
nuUIrn3aMun NpcaHa3HauYCHa JUUTA HCHTPAJIM30BAHHOTO YHpaBJICHUA
HCCKOJIBKUMH NIJII0O3aMH, a TaKKC [JId aBTOMATHU3alIUHU IIPOLECCa
MoHuTOpuHra obopyaoBanusi [IC3U, uto mnpemycmaTpuBaeT peuieHue
CIICAYIOMUX TCXHUYICCKHUX 3a1a4:

L4 IIOJIYUYCHHUC OOBLEKTUBHBIX U AKTYAJIbHBIX  JdHHBIX O
COCTOAHHNHN O60py,Z[OBaHI/II/I AJIA OIICPATHUBHO-TCXHHUYCCKOI'O YIIPABJICHUA,

° BHecenue wu3MeHEHHE B TOJUTUKY OE€30MACHOCTH Ha
MCKCCTCBOM 3KPAHC,

° TEKyIUi#  aHainu3  paboOTOCIOCOOHOCTH  TEXHUYECKOTO
COCTOSIHUS 000pYI0BaHUS;

L4 CHW)XCHNC BCPOATHOCTH HCIOCTYIIHOCTH CCTH B ILCJIOM H
YMEHBIIIEHUE BPEMEHU MPOCTOSI 000PYAOBAHMUS;

o MPOCMOTP HArpy3Ku 00OPYyI0BAHMUS;

o npocMoTp cratyca VPN-TyHHeneil Mexay pas3iuuHbIMU
miomaakamu Ol

° NpPOCMOTP  JIOTOB  Tpauka  B3aUMOJCUCTBUI  MEXIY
Pa3INYHBIMU IINTOIIAAKAMM

L4 IMPpOCMOTpP CIIMCKA HOJ'IB3OB&TCJ'ICI>1, KOTOPLIC MOAKIHOYAIOTCA

K 000pyI0BaHHUIO;

. MPOCMOTP O TMOCJIEAHEH YCTAHOBIICHHOM IIOJUTUKHA Ha
000py10BaHMUE;
o BBITPY3Ka JIOTOB TpaduKa 3a OnpeeIeHHBINA TEPHO/I.
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Security Management Server (SMS) npeacraBisger co00H KOMILIEKC
IPOTPaMMHO-AIMTaPaTHBIX CPEICTB, IIOCTPOCHHBIX 1o TIPUHITAITY
UHTETPUPOBAHHOTO YIIPABIICHUS.

SMS ocy1iecTBISIET CIEAYIONINE OTIEPALTHH:

o MIPOU3BOIAT MTOCTOSTHHYIO 3aIINATY pabounx CTaHIUI
I10JIb30BaTeJIel Ha OCHOBE MOJIMTUKH 0€30IaCHOCTH,

o KOHTPOJIb JIOCTyHa CYOBCKTOB K 3allUIacMbIM pecypcaM B

COOTBETCTBHH C MATPULIEH JOCTyNa CyOBEKTOB K YKa3aHHBIM pecypcam;

o o0ecrieueHbl MEXaHU3Mbl OOHAPYXEHUS U 3alUThl OT BTOPKEHUH
(IDS/1PS);
o UACHTU(GUKALMSA U MPOBEpPKa MOMJIMHHOCTH CYOBEKTOB JOCTYyIa

IIPU BXOJIE B CUCTEMY 10 UAEHTU(PUKATOPY JOCTYIIA;

o OMOBEUIEHHE aJMHHHUCTPATOPOB 0€30MacHOCTH HHpOpMaLuU o
KpUTUYHBIX coObITUSIX UDB;

CepBep ymnpapieHusl HUTI0O3aMUA 00ECIEUYUBAET aBTOMATUYECKYIO 3alUTY
uH(pOpMaIlMU HA OCHOBAHUM YCTAHOBJIEHHBIX MTPaBUIL.

Bce mpenocraBieHHble cucTeMOW (GYHKUMUA JJIE MOHUTOPUHTA U
VIOPABJICHUS TMO3BOJSAIOT A(P(PEKTUBHO ONEPATUBHO M JIETKO MOJy4aTh
HEOOXOIUMYI0 HMH(OpPMALMIO O COCTOSSHUM CHCTEMBI, OBICTPO YCTpaHATh H
NpeloTBpaliaTh HOBBIE YIPO3bl [JIsi KOMIIAHHMM B COBPEMEHHOM MUPE

TEXHOJIOTUH.

®OPYM MOJIOABIX YUYEHBIX Nel(53) forum-nauka.ru



Cnucok ucnoJb30BaHHbIX HCTOYHHKOB

1. https://habr.com/ru/company/tssolution/blog/323606/

2. SmartView Tracker R77 Administration Guide. — 2-e u3n. —
Check Point Software Technologies Ltd. 2014 r.. —36 c.

3. Gaia R77 Versions Administration Guide - 2-e mu3n. - Check
Point Software Technologies Ltd. - 2016 r.. —266 c.

®OPYM MOJIOABIX YUYEHBIX Nel(53) forum-nauka.ru



